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The Present and Future of

Chinese Private Security Companies

v MATTHIAS SCHACHTLER

ABSIFAC itk the Belt and Road Initia-

tive (BRI), China launched major infrastruc-
ture projects, mainly in the global South.
Many of these projects, such as roads or
pipelines, run through contested territory
(for example in Pakistan or Myanmar). Sev-
eral Chinese have lost their lives in attacks
on BRI projects. The Chinese government
passed a law early on that requires Chinese
companies in hazardous areas to draw up
appropriate security concepts, train their
employees on security-related topics and
have some zones actively guarded. The Chi-
nese government recommends that com-
panies hire Chinese security companies.
To date, however, these companies are no-
where near as militarily armed and trained
as the Wagner Group, for example. This
article examines why this is the case and
what strategies Chinese security compa-
nies could pursue in the future.

Abstract 1 der Belt and Road Initia-

tive (BRI) lancierte China grosse Infrastruk-
turprojekte, hauptsachlich im globalen Sii-
den. Viele dieser Projekte wie Strassen oder
Pipelines verlaufen durch umkampftes Ge-
biet (beispielsweise in Pakistan oder Myan-
mar). Bei Angriffen auf BRI-Projekte sind
mehrere Chinesen ums Leben gekommen.
Friih erliess der chinesische Staat ein Ge-
setz, das chinesischen Firmen in Gefah-
rengebieten vorschreibt, dass sie entspre-
chende Sicherheitskonzepte ausarbeiten,
ihre Mitarbeiter zu sicherheitsrelevanten
Themen ausbilden und manche Zonen ak-
tiv bewachen lassen miissen. Dabei emp-
fiehlt der chinesische Staat den Unter-
nehmen, chinesische Sicherheitsfirmen
zu beauftragen. Diese Firmen sind bis dato
aber bei weitem nicht gleich militarisch be-
waffnet und ausgebildet wie beispielsweise
die Gruppe Wagner. Dieser Beitrag geht der
Frage nach, weshalb dies der Fall ist und
welche Strategien chinesische Sicherheits-
firmen in Zukunft verfolgen kénnten.

Schliisselbegriffe Chinas Sicherheitsstrategie; private Sicherheitsunternehmen;
private Militirunternehmen; Belt and Road Initiative; Cybersicherheit
Keywords China security strategy; private security companies;

private military companies; Belt and Road Initiative; cyber security
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Introduction
In March 2023, gunmen stormed a

Chinese gold mine in the Central African Republic
(CAR) and killed nine Chinese workers'. In an unusu-
ally aggressive tone, Xi Jinping called for the aggressors
to be severely punished (Peltier 2023). This was only
one of the most recent security incidents that Chinese
companies and their workers have fallen victim to in
recent years: In July 2021 the Pakistani Taliban killed
nine Chinese engineers in a bus bombing (Shahzad
2021); in April 2022 a female suicide bomber attacked
a Confucius Institute in Pakistan (Shahzad and Hassan
2022); and in December 2022 a hotel in Kabul often fre-
quented by Chinese business people was bombed (Bap-
tista and Heavens 2022).

With the launch of the Belt and Road Initiative (BRI)
in 2013 as many as 30000 Chinese companies started
to work along the “New Silk Road”2 (Sukhankin 2023).
Some of the BRI's biggest projects are situated in hos-
tile environments. The China-Pakistan Economic Cor-
ridor (CPEC), for example, is one of the BRI’s flagship
projects. It is a 62-billion-dollar infrastructure project
with more than 30000 Chinese nationals working on-
site in Pakistan. The goal of CPEC is to connect the BRI's
Maritime Silk Road with the land-based Silk Road Eco-
nomic Belt (Legarda and Nouwens 2018). To do this, a
3000 km long system of roads, railways and pipelines
is being constructed to connect the Port of Gwadar on
the Arabian Sea with the city of Kashgar in China’s
Xinjiang region (Legarda and Nouwens 2018). The CPEC
runs through some of Pakistan’s most dangerous areas.
Pakistan (on a regional and national level) has devoted
considerable resources to protecting CPEC. Several dif-
ferent Pakistani military and police units (in total well
over 25000 units) have been tasked to protect CPEC
(Legarda and Nouwens 2018). The Chinese government
has also demanded that companies operating in hostile
environments work together with security companies
(preferably Chinese) to train their employees, draw up
security plans and hire extra protection.

The goal of this paper is to provide an overview of how
Chinese Private Security Companies (PSCs) have been
utilised in the past to protect Chinese nationals and
assets overseas. I will also discuss the definitional is-
sue of what constitutes a PSC in comparison to a PMC
(Private Military Company). Further on, I will provide
a brief historical overview of the development of these
PSCs and the way the Chinese Communist Party (CCP)


mailto:Matthias.Schachtler%40vtg.admin.ch?subject=

stratos digital #76 Expertise — The Present and Future of Chinese Private Security Companies 26. Januar 2024

www.armee.ch/stratos

has been handling them. Finally, I will show how Chi-
nese security companies differ from other established
PSCs and how their future development may be more
oriented towards previously underdeveloped security
sectors in the Global South, such as cybersecurity and
digital surveillance.

Literature Overvie
: Y verview Surprisingly little has been

written about the development of Chinese PSCs, and
the subject has not been discussed at length in politi-
cal circles. Max Markusen from the Center for Strate-
gic and International Studies (CSIS) laments that the
spread of Chinese PSCs remains a subject remarkably
absent in more recent reports of the U.S. Department
of Defense (DoD) and the U.S. Congress (Markusen
2022). Few news articles in Western media mention
Chinese PSCs and they often get numbers wrong or
make unfounded and exaggerated claims about their
capabilities (discussed later in this paper). Only a few
scholarly articles by a small number of authors who
have researched the subject (specifically regarding Chi-
nese PSCs) extensively currently exist. Notably, Helena
Legarda together with Meia Nouwens wrote one of the
earliest and most comprehensive papers on the sub-
ject in 2018 in which they explored how the expan-
sion of the BRI has also led to an expansion of over-
seas Chinese PSCs. Most recently (January 2023) Sergey
Sukhankin published a paper as part of the James Town
Foundation’s Guardians of the Belt and Road Project in
which he researched extensively Chinese media and
academic articles in order to verify and provide up-
dates on many of the findings from Legarda and Nouw-
en’s 2018 contribution to the subject (Sukhankin 2023).
What the literature review also brought to light is that
the literature used in military studies circles and China
studies circles seldom overlap. Most of the authors who
wrote about Chinese PSCs come from a China analy-
sis background and are often not associated with the
military community. Consequently, their papers men-
tioned little to no literature that would otherwise be
seen as essential reading on the subject in military cir-
cles. One such underdiscussed work is Singer’s Corpo-
rate Warriors (Singer 2008). His book has long been re-
garded as one of the seminal works on the subject in
military circles, at least in the U.S.

Differentiating between PSCs and PMCs

Legarda et al. argue that the primary difference be-
tween a PSC and a PMC is that a PSC provides protec-
tion for assets and personnel and is not equipped to ac-
tively engage in a conflict where the adversary is using
military equipment and tactics. A PMC, on the other
hand, is equipped not just to protect assets and peo-
ple in volatile situations, but also to conduct attacks
in a dynamic hostile environment and can either sup-
port or replace other military units (Legarda and Nou-
wens 2018).

Singer argues that the binary definitions of PMCs and
PSCs are not sufficient. Even guarding valuable eco-
nomic assets can be seen as aggressive behaviour that
is more closely associated with the actions of a PMC
than a PSC. He writes: “Some firms protect corporate
sites that serve as primary funding sources for sides in
civil wars or lie across critical lines of communication”
(Singer 2008, 89). With China, this may, for example,
be the case in Balochistan (Pakistan), where oil and
gas pipelines run through territory that the Taliban
consider to be theirs. However, it could also be argued
that if most Chinese security companies are unarmed,
then they must truly not be participants in any mili-
tary-style operations. But Singer notes that companies
which may describe themselves as security companies
may still “[...] often perform military roles, with mil-
itary consequences” (Singer 2008, 90). Examples here
could include training allied combatants, providing
intelligence from satellite images, or disabling enemy
equipment through cyber operations. This leads to a
definition according to which all security companies
are theoretically capable of military operations, thus
compromising the conceptual distinction between PSC
and PMC.

Singer goes on to argue that instead of differentiating
between only two labels it may be more accurate to
define security companies (he uses the word firms) ac-
cording to their respective Areas of Activity (Area of
Operations, Theatre of Operations and Theatre of War).
He then differentiates between three types of military
firms that are each active in one of the three Areas of
Activity: Military Provider Firms (in Area of Operations),
Military Consulting Firms (in Theatre of Operations)
and Military Support Firms (in Theatre of War). Direct
kinetic combat is limited to the Area of Operations.
Only Military Provider Firms are active in the Area of
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Operations as they are the only type of firm that en-
gages in direct kinetic combat. Military Consulting
Firms and Military Support firms do not engage in di-
rect kinetic combat and are thus exclusively to be
found outside of the Area of Operations. These
non-combat-oriented firms may, for example, assist
with logistics or provide information and training on
the fringes of the Area of Operations or further away.
Provided below is an overview of the respective Areas
of Activity.

Theater of

Theater of Operation

Operation

Area of
Operation

Figure 1: Source: (Singer 2008, 92)

There is, however, also a problem with Singer’s defi-
nitions. NATO, in its Allied Joint Doctrine for Force Protec-
tion, writes: “The operational environment may have
no discernible ‘front-lines’ or ‘rear area’ and an adver-
sary may be expected to target Allied vulnerabilities an-
ywhere with a wide range of capabilities” (NATO 2015,
VII) (edited in December 2022 after the war in Ukraine
began). What the war in Ukraine and, more recently,
in Gaza has shown is that drones can, for instance, be
used for attack and reconnaissance missions that allow
for the precise targeting of both military and non-mil-
itary personnel, as well as equipment far beyond any
clear-cut front lines (far beyond the Area of Operations).
Force protection guidelines then state that all forces,
including forces far away from the Area of Operations,
are required to protect themselves. This means that
all forces in all Areas of Activity need to be prepared
for potential kinetic combat. This leads to a situation
in which kinetic combat is not exclusive to Singer’s
Area of Operations, which in turn leads to a breaking
down of the clear definitional borders between Sing-
er’s Areas of Activity (no clear front lines), thus effec-
tively weakening the usefulness of Singer’s definitions.
Cyber warfare also further complicates his definition
since the Area of Operations in cyber warfare is diffuse.
It would only be fair to state that since the release of
Singer’s book (the last edition released during the Iraq

War), the nature of warfare has changed significantly.
Due to the reduction in price and the broad availabil-
ity of consumer electronics that have dual civil and
military use, modern battlefield tactics have had to be
adjusted accordingly. This has inevitably led to many
military manuals being updated in recent years, includ-
ing the above-mentioned NATO manual.

In this paper, I have chosen to stick with the binary
labels of PSCs and PMCs as they are easier to use and
understand. I would, however, plead for regarding the
PSC and PMC labels as part of a bipolar spectrum. Here
the PMC pole represents the most militarised version
of a security company (in extreme cases completely
substituting for entire military units) and, on the op-
posite side, the PSC pole represents the least milita-
rised version (for example unarmed security advisors
or logistics providers). What matters for the relative
positioning on the bipolar spectrum is what the day-to-
day business of a company is. In most cases, the day-to-
day business of Chinese security companies can more
clearly be associated with the PSC pole than with the
PMC pole, especially in comparison to companies such
as the defunct (and recently re-established) South Afri-
can Executive Outcomes3 or the Russian Wagner PMC
(both clearly situated on the PMC side). It is impor-
tant to note that according to this definition, calling
Chinese security companies PSCs does not preclude
them from occasionally performing activities associ-
ated with the PMC end of the spectrum. They can still
be referred to as PSCs if their day-to-day activities are
more clearly associated with the PSC pole. Of course,
conceptually the labels remain binary (either PSC or
PMC). In any case, any alternative devising of a multipo-
lar spectrum definition with labels for each degree on
the spectrum would still require (even more) arbitrary
definitional cut-off points and would thus quickly de-
generate into an incomprehensible definitional mess.
For these reasons, I will stick with the binary labels
of PSC and PMC, while keeping the door open for a
more nuanced definitional approach through individ-
ual placement of security companies in relation to each
other on the bipolar spectrum.

A Brief History of Chinese PSCs
Under Mao’s

communist rule, private companies were not allowed
and thus no PSCs existed. With the later introduction of
decentralised market mechanisms in the 1980s, some
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The Belt and Road Initiative creates a global infrastructure network

China uses, acquires and builds railroads, ports and pipelines
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Figure 2: Source: MERICS (2018)

early domestic private security providers emerged.
However, these were always closely tied to the Public
Security Bureau and thus under strict control of the
CCP. Additionally, there was a strong conviction in the
CCP that the Chinese government should have a mo-
nopoly on the use of firearms. This can be summarised
as the principle of “the party holds the gun” (%f5#%
#2) (Sukhankin 2023), which is still broadly upheld to
this day, meaning that there are virtually no armed do-
mestic PSCs. The law, however, does not govern over-
seas PSCs. Nonetheless, according to unofficial govern-
ment statements, such PSCs are strongly discouraged
from using firearms (Legarda and Nouwens 2018). With
the gradual opening of the Chinese economy to the
world in the 1990s, an increasing number of Chinese
companies started to establish themselves overseas.
Sukhankin argues that two main events broadly dis-
cussed in Chinese media eventually led to the legal-
isation of PSCs domestically and then later also led
to growing support for the use of PSCs to guard Chi-
nese economic interests overseas (Sukhankin 2023).
The first event was the 2004 killing of eleven Chinese
road construction workers in their tents while they
were sleeping, supposedly by the Taliban (Gall 2004).
This event was arguably pivotal for the 2009 domestic
legalisation of PSCs and the de facto endorsement of
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their operations overseas. What also followed in 2010
was a new law forcing overseas Chinese companies to
follow strict security procedures and in many cases to
provide their workers with security training and per-
sonnel to protect their work sites and their workers (Le-
garda and Nouwens 2018). This led to a further prolifer-
ation of Chinese PSCs overseas. The second event that
Sukhankin mentions occurred more recently in 2019.
This was an attack by the separatists of the Baluchistan
Liberation Army that directly targeted Chinese inves-
tors who frequented the Zaver Pearl Continental Hotel
in Gwadar Pakistan. The separatists specifically stated
that China should expect further such attacks (Masood
2019). This arguably led to a further hardening of the
perception that Chinese PSCs are necessarily needed to
protect Chinese economic interests overseas.

Past Focus on BRI Large

Infrastructure Projects
) In the last decade, most

overseas Chinese PSCs were hired to protect Chinese
assets and personnel working on large BRI infrastruc-
ture projects. The initial spread of overseas Chinese
PSCs is thus inextricably linked to the BRI. Provided
below is a map of some of the larger infrastructure pro-
jects of the BRI in Asia, Africa and Europe.


https://events.merics.org/sites/default/files/2020-06/Silkroad-Projekt_EN_2020_150dpi.png

stratos digital #76 Expertise — The Present and Future of Chinese Private Security Companies 26. Januar 2024

www.armee.ch/stratos

“In the last decade, most overseas Chinese Pri-
vate Security Companies were hired to protect
Chinese assets and personnel working on large
Belt and Road Initiative infrastructure projects.”

Funding for larger BRI infrastructure projects had al-
ready slowed significantly before the COVID-19 pan-
demic years and dwindled even more during and after
the pandemic. More recently, China has shifted a big
part of its BRI funding to what it calls the Health Silk
Road (providing medical equipment during the
COVID-19 pandemic and investing in medical infra-
structure) and more notably the Digital Silk Road (DSR)
(Nouwens 2023). The new focus on the DSR is prompt-
ing new concerns on how the Chinese security sector
may be shifting its focus away from protecting large
physical infrastructure to protecting and developing
digital infrastructure along the BRI corridors (cell tow-
ers, satellites, surveillance technology etc.) The worry
is that such technology may, for example, be equipped
with software backdoors which could allow the Chi-
nese government to monitor or manipulate data. This
is not unprecedented. In one example, a legitimate Chi-
nese software used for paying taxes, which businesses
in China were required to use, had a backdoor installed
which allowed the government to extract data (Cordey
2023). It is also likely that some countries in the Global
South may be interested in hiring specialised Chinese
security companies to help monitor and censor the in-
ternet to control local narratives and help track down
dissidents.

“It is also likely that some countries in the Global
South may be interested in hiring specialised
Chinese security companies to help monitor and
censor the internet to control local narratives
and help track down dissidents.”

Can Chinese Security

Companies be Private? .
There are many miscon-

ceptions about private ownership of Chinese compa-
nies, including PSCs. It is true that for a long time
under the Mao regime, private companies were not al-
lowed. In modern China, however, companies can be

privately owned. Renewed enforcement of previously
introduced laws has, however, further muddled the
distinction between the private and the governmental
spheres. A law from 1993 mandated that all companies
with three or more communist party members were
required to form a party organisation within privately
owned companies, which would be responsible for
overseeing and enforcing the implementation of CCP
laws and nurturing CCP values. For a long time, this
law was not followed closely, but more recently the
CCP has started enforcing it more strictly. By 2018 over
70% of companies had a party organisation (Livingston
2021). It is important to remember that domestic PSCs
are mostly made up of ex-PLA soldiers who, when re-
cruited, are strongly encouraged to join the CCP (the
military is the military of the party, not of the country,
and fielty is thus sworn to the party). Thus, it is likely
that most if not all domestic PSCs are to a large extent
made up of CCP members (especially if they employ ex-
PLA officers) and thus the 1993 law would certainly re-
quire them to form party organisations, which would
in turn allow the CCP to exert greater influence over
them. Of course, this is not the same as being a govern-
ment-owned company. Private companies with inte-
grated CCP control elements are still factually privately
owned. However, the fact that they have CCP members
embedded in them who monitor the company and en-
force the demands of the CCP does not correspond well
with the understanding of private company ownership
in Western countries.

Of course, all these regulations technically do not
count for overseas PSCs founded by Chinese citizens.
Such companies can, for example, be registered in the
Bahamas or the United Arab Emirates as offshore com-
panies, which is not an unusual practice for modern
PSCs and PMCs (Singer 2008). But the reality is that
most if not all Chinese PSCs have parent companies
that are registered in China or, in the past, often in
Hong Kong. But since Hong Kong is also slowly becom-
ing more aligned with China, the same mechanism of
party organisations becoming established within Hong
Kong companies has also started appearing (Golden-
ziel 2023).

In summary, overseas Chinese security companies can
be privately owned. There is, however, far more po-
tential governmental control over Chinese privately
owned companies than would otherwise be common
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The largest and most active Chinese PSCs all claim to operate worldwide
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Figure 3: Source: MERICS (Legarda and Nouwens 2018)

among Western privately owned companies. It is hence
reasonable to assume that most, if not all, Chinese
PSCs operate in the interests of the CCP, which is not
necessarily the case for other non-Chinese PSCs. The
Wagner PMC, for example, operated counter to Rus-
sian government orders on several occasions, even be-
fore its uprising in Russia. All of this, however, does
not change the fact that most PSCs and PMCs are of-
ten seen as extensions of certain governments, no mat-
ter what their form of ownership. Singer, for example,
noted that Dyncorp, a PMC that fought against Colum-
bian rebels, was always referred to as being made up
of “Yankees” (Singer 2008).

This can be the case even if the company is not regis-
tered in the U.S. If most of its personnel come from
one specific country and fulfil the wishes of the gov-
ernment of that country, then they are in essence the
extension of that government, even if privately owned.
To further complicate things, any overseas PSC or PMC
can work with or for the local host government, in
which case they could in parallel also be considered to
be an extension of that government (Dyncorp’s work
aligned with the interests of both the U.S. and the Co-
lombian governments).

Chinese PSCs Today The Chinese domestic PSC

market is one of the biggest in the world, with over
7000 companies (Sukhankin 2023). The overseas Chi-

click on the image to enlarge (web)

nese PSC market is minuscule in comparison. Only
around 20 companies are active overseas (Sukhankin
2023). It is difficult to gauge how active these PSCs are
and how many personnel they employ. Researching
their websites or contacting them for information usu-
ally does not lead to any useful insights and academics
have cited widely varying numbers. Nonetheless, some
academics have attempted to investigate specific mod-
ern overseas Chinese PSCs more thoroughly. Attached
above is an image from the 2018 Legarda & Nouwens
paper (Legarda and Nouwens 2018). It provides a short
overview of some of the largest and most active over-
seas Chinese PSCs.

In many cases, overseas Chinese PSCs do not provide
active security personnel themselves but function as
advisors and liaisons between Chinese companies and
other local security providers (private or governmen-
tal). This is arguably often necessary as the cultural
and language barriers represent a significant obsta-
cle for Chinese companies, which, by extension, also
makes understanding local security issues more diffi-
cult (Sukhankin 2023). The strategy of employing Chi-
nese PSCs as advisors and liaisons can be perceived as
being less threatening and more favourable in terms
of projecting a benign (non-offensive) image of China
(Sukhankin 2023).

Most overseas Chinese PSCs hire ex-PLA soldiers and
officers, as is the case with many other international
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PSCs and PMCs who also recruit ex-military person-
nel. This reliance on specifically ex-PLA personnel may,
however, constitute a problem for some overseas Chi-
nese PSCs. Since most overseas Chinese PSCs provide
advisory and liaison work, it would be important for
them to better understand the security situation of
their host country in order to optimally research and
predict potential security threats. Chinese experts
have, however, noted that ex-PLA personnel often ex-
hibit very low levels of literacy and “struggle to even
write a single report” (Rolland 2019). Sukhankin argues
that for the roles overseas PSCs perform, their person-
nel are often critically unqualified. In their most com-
mon employment as liaison officers, it would be far
more important for them to have, for example, stud-
ied security management and have a generally broader
and higher level of general education. Security studies
are, however, seldom taught at Chinese universities
(only very few provide such curriculums) (Sukhankin
2023). This results in a situation where overseas PSCs
employ personnel that can hardly communicate in any
other language than Chinese and often lack the tools
to analyse and understand the complex security situa-
tions of their host countries (including but not limited
to ethno-religious divides, geography, local customs
etc.). However, because the Chinese companies em-
ploying PSCs often also operate mostly in Chinese, they
require Chinese-speaking counterparts in the security
sector, and ex-PLA soldiers both have a security back-
ground and speak Chinese, thus fitting the bill, even
if their abilities to interact with local security person-
nel and to understand local security issues are limited.
Another problem is that because China has not been
engaged in any military conflicts in recent history (last
in 19779 with Vietnam), ex-PLA soldiers lack real-world
conflict experience compared to other PSCs and PMCs,
which, for example, recruit ex-soldiers from the U.S.,
Russia or Israel who have seen active service.

The unregulated nature of overseas Chinese PSCs also
remains a significant problem. Compared to the do-
mestic PSC market, the overseas market is not reg-
ulated at all (Legarda and Nouwens 2018). Overseas
PSCs mostly follow unofficial guidelines derived from
the comments of CCP officials. This means that over-
seas PSCs staffed with Chinese nationals could in the-
ory legally turn themselves into PMCs if they wished,
provided they follow the legal framework of their host
countries. It is important to understand, however, that

most if not all overseas Chinese PSCs have their head-
quarters in China and if their overseas activities are
deemed problematic by the CCP, their domestic offices
could be held accountable (for example, by blacklisting
a specific PSC to deter them from working with over-
seas Chinese companies). In 2017 the CCP planned to
release a white list of overseas PSCs that are deemed
to have a sufficient quality standard to be employed
by overseas Chinese companies (Sukhankin 2023). This
would go a long way towards guaranteeing and to some
degree regulating the work quality of overseas Chinese
PSCs. Such a list has, however, not yet materialised.

Spotlight on Frontier Services Group Fron-

tier Services Group (FSG) stands out in comparison to
other overseas Chinese PSCs for its highly skilled and
broadly specialised international employees and its
global reach. It is one of the few (if not the only) Chi-
nese PSCs comparable to other larger well established
international PSCs or PMCs and thus it also has the
most potential to tilt towards the PMC pole in the fu-
ture. Until recently it was led by Erik Prince, founder of
the former U.S. PMC Blackwater (Now called Academi
and part of Constellis Holdings). What differentiates
FSG from other overseas Chinese PSCs is that it em-
ploys highly educated (often Oxbridge and Ivy League)
Chinese and Western security advisors and liaison of-
ficers and on occasion also employs international PSCs
and PMCs as subcontractors. FSG has for example alleg-
edly employed Western NATO fighter jet pilots to help
train PLA Air Force Pilots (Sridharan 2023). Because of
the activities of some of the local FSG branches, they
have been sanctioned by the U.S. government in Kenya,
Laos and the UAE (Department of Commerce 2023).
There is also some contention about how much direct
control the CCP has over FSG. The Chinese state-owned
CITIC Group is by far the largest shareholder of FSG
(with over 25%). Other smaller shareholders also have
very close ties to the CCP.

C t Chi PSC Strat
urren inese rategy Some academics

have argued that Chinese PSCs are still in their infancy
and that their goal will inevitably be to develop into
PMCs that can wage wars on behalf of the Chinese gov-
ernment. Weinbaum from the Rand Corporation, for
example, mentions that one apparent strategy that
overseas Chinese PSCs seem to utilise is to employ lo-
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cal PSCs and then slowly acquire their know-how and
copy their operating procedures in order to eventu-
ally supplant them. This reads like a common stere-
otypical narrative of how the Chinese are often seen
as acting, especially in the economic sector, and ar-
guably falls into the trap of yielding a compromised
orientalist analysis. Weinbaum further argues that
the Chinese government may for now want to seem
more benign politically and would thus want to keep
their overseas PSC operations at a threshold not quite
equivalent to PMCs. But if
the Chinese government
wishes to pivot their strat-
egy and become more ag-
gressive, as has been ob-
servable in recent events in
the South China Sea, this
threshold could be crossed
quickly, and PSCs turned
into PMCs could be utilised
to participate in wars over-
seas (Weinbaum 2022). The
narrative of the CCP wishing to turn their PSCs into
PMC:s for future wars, however, contradicts the view of
other academics. These researchers have instead em-
phasised that overseas Chinese PSCs mostly function
in advisory and liaison roles and seldom use firearms
themselves. Furthermore, they argue that this strategy
is purposefully chosen and continuously endorsed by
the Chinese government (Sukhankin 2023).

required.”

Would it be possible to rapidly turn overseas Chinese
PSCs into PMCs? And could the CCP endorse such a
pivot in the near future? In 2012 during the 11" Chi-
nese People’s Political Consultative Conference (*
N RFBUETME 231)), there were calls for the establish-
ment of “security companies similar to Blackwater”
(Sukhankin 2023). The Charhar Institute (£2/4 /R £3),
a Chinese defence research institute, also noted that
China does not yet have a company similar to Black-
water and that more needs to be done to provide secu-
rity in volatile regions (Charhar Institute 2015). A few
years later, however, the same Charhar Institute also
strongly discouraged the use of firearms on a social
media post on Baidu (Charhar Institute 2021). The CCP
has also signalled its continued support for its “the
party holds the gun” policy in recent years. Recently,
Chinese scholars have also argued that the Wagner
PMC mutiny in Russia would not have been possible

“In summary, the Chinese govern-
ment’s strategy towards Private
Security Companies is to try to make
itself appear as benign as possible
and to rely on local military and law
enforcement if additional firepower is

in China exactly because of the aforementioned policy
(Lau 2023). Some overseas Chinese PSCs have indeed
acquired the licence to carry firearms from their host
nations. Veteran Security Service (VSS) was, for exam-
ple, allowed to carry firearms in South Sudan (Anthony
and Hengkun 2015). This example seems, however, to
be an exception rather than the norm.

In summary, the Chinese government’s strategy to-
wards PSCs is to try to make itself appear as benign
as possible and to rely on
local military and law en-
forcement if additional
firepower is required. This
means that overseas Chi-
nese PSCs are also, by ex-
tension, not encouraged to
provide the training and
logistical support to their
own personnel that would
be required for a sustained
military campaign. This di-
minishes the capacity for such PSCs to rapidly pivot
towards performing military tasks more associated
with PMCs.

Presently, a much more plausible scenario is that if
the CCP deploys the PLA overseas, local Chinese PSCs
could provide the PLA with intelligence and function
in their roles as advisors and liaison officers in the
PLA’s favour (for example, by recruiting additional lo-
cal combatants). Further improving Chinese technolog-
ical surveillance and cyber operations of overseas PSCs
would also help in gathering intelligence, especially if
Chinese dual-use technology (for example in telecom-
munications) useful for intelligence gathering is al-
ready proliferated throughout the engagement zone.
It is, for example, probably no coincidence that the
Chinese government has recently bankrolled several
communications satellite launches with several Afri-
can governments (Nyabiage 2023). This entire strategy,
however, hinges on the enhanced ability of overseas
PSCs to gather intelligence locally across cultural and
language barriers.

Future Chinese PSC Strategy As noted above,

most overseas Chinese PSCs would have a hard time in
seriously competing with the decades of experience
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gained in classic security operations by other interna-
tional PSCs and PMCs. Overseas Chinese PSCs may,
however, develop other skill sets that could fill market
gaps, especially if they go on to also advise foreign gov-
ernments and companies in the areas of technological
surveillance and cybersecurity. It is possible, though
hardly definitive, that the CCP would strategically pro-
mote the above-mentioned scenario of overseas PSCs
functioning as intelligence assets specialising in sur-
veillance and cyber operations. In the Digital Silk Road
Whitepaper, the CCP argues that the domains of digital,
cyber and space are the new pillars of the BRI (National
Development and Reform Commission (NDRC) 2015).
This is also consistent with recent reports that China
is, for example, developing a similar system to Elon
Musk’s Starlink, in which several thousand satellites
would be launched into orbit to provide global internet
coverage (Chen 2023). The first to receive this new high-
speed satellite internet are some of the countries
closely associated with the original BRI (Ma 2023). Such
technology could, of course, also be used for surveil-
lance and intelligence gathering. The CCP has identi-
fied these technological projects as areas where they
could be the first providers of such services, hence po-
tentially gaining long-term economic and security ad-
vantages of considerable impact, similar to how the
U.S. did with the development of computers, smart-
phones and artificial intelligence with such companies
as Google, Apple and Microsoft, whose services and de-
vices can also be exploited for intelligence gathering.
Nouwens also argues that this new focus on the DSR
represents a shift in CCP thinking. In many countries,
they could be the first to provide a digital infrastruc-
ture that may prove to be an effective platform for in-
fluencing and forming local narratives and values and
to align them with Chinese narratives and values. Fur-
thermore, the economic cost of the DSR is likely far
lower than that of the BRI’s initial large infrastructure
projects. The effect and potential value that DSR pro-
jects have may, however, far outweigh that of previous
BRI projects. Sukhankin argues that the Chinese gov-
ernment is still far from fully endorsing and support-
ing overseas PSCs in specializing in cyber conflict and
surveillance. There seems, however, to be a general
surge in PSCs becoming more specialised in these ar-
eas. Russia in the wake of the Ukraine war has, for ex-
ample, already started to experiment with giving more
cyber security tasks to PSCs (Sukhankin 2023). It would
make sense for the CCP to follow suit, especially in

light of the many young talented and educated univer-
sity graduates in the field of cyber security and adjacent
fields coming into the labour market and seeking jobs.
Besides this, employing PSCs as cyber advisors for for-
eign companies and governments also creates more
economic opportunities to sell civil-military dual-use
technologies, which further advances their plans for
the DSR.
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“In the Digital Silk Road Whitepaper, the Chinese

Communist Party argues that the domains of

digital, cyber and space are the new pillars of the

Belt and Road Initiative.”

Conclusion ) .
With the Wagner PMC in recent years

gaining international notoriety, many, especially in the
mainstream news media, have asked if China also
plans to utilise PMCs to wage future wars (see, for ex-
ample, this article in The Diplomat (Lee and Wittman
2023)). Some of these news articles fail to differentiate
between PSCs and PMCs and greatly exaggerate the ca-
pabilities of Chinese PSCs (see, for example, this VOA
article (Bartlett 2023)). It can be argued that it might be
strategically appealing to the Chinese government to
develop their PSCs into PMCs. It seems clear, however,
that for now, the CCP does not endorse this strategy.
One CCP official commenting on the Wagner PMC up-
rising argued that Russia “raised a tiger and courted
disaster” (a Chinese saying: “###" [ £~). One reason
for the CCP not wanting to help create Wagner-like
PMCs may be that employing Chinese armed nationals
abroad would not provide plausible deniability. Having
talked to local people in several of the West African
countries participating in BRI projects, what becomes
clear is that it is common for them to think that the
Chinese government itself is building the infrastruc-
ture in their country and that all Chinese companies
working on those projects are simply an extension of
said government. It is important to note here that the
CCP does hold stakes in some of the bigger construc-
tion and resource extraction companies working
within the BRI framework. Normally, plausible denia-
bility is provided because PSCs or PMCs often do not
wear uniforms or clearly identifiable markers. Ethnic-
ity is, however, a strong identifiable marker. Arguably,
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the Chinese government can only really profit from
plausible deniability if it does not arm its citizens but
instead uses them to recruit and arm local fighters in-
stead. Overseas Chinese PSCs can, however, collect in-
telligence and provide solutions in the areas of surveil-
lance and cybersecurity for other companies and
governments. Operations in these areas provide far
better plausible deniability and support the CCP’s goal
of focusing on controlling narratives around values
and building digital infrastructure with its DSR pro-
jects.

“Overseas Chinese Private Security Companies
can collect intelligence and provide solutions

in the areas of surveillance and cybersecurity for
other companies and governments.”

In summary, there seems to be a lot of inaccurate and
exaggerated information within mainstream news me-
dia and sometimes within academia as well with re-
spect to overseas Chinese PSCs. This is problematic
because it may hinder future analysts from uncover-
ing the more subtle security strategies that the CCP is
currently developing and will likely pursue in the fu-
ture, which, as I have stated, are far more likely to be
more closely associated with the recent focus on the
Digital Silk Road. 4

Endnotes

1 The CAR government has blamed a local rebel group. Controversially,
however, that group has claimed that the gunmen were from the Russian
Wagner group (Hong and Peltier 2023).

2 The term New Silk Road is supposed to pay homage to the old silk
road previously traveled by merchants in order to trade goods between
China and Europe.

3 The original Executive Outcomes was a South African PMC that was
one of the largest and most active in its time. They were often hired for ac-
tive combat roles mostly on the African continent and have in the past sig-
nificantly influenced military operations in Angola and Sierra Leone. They
disbanded in 1998 (and reestablished in 2020). The personnel of the orig-
inal Executive Outcomes were mostly made up of South African ex-special
forces troops from the Apartheid era of South Africa.
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